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IHamsTKa 1719 00y4daromuxcsa 00 HHPpOPMAIMOHHON 0€30MaACHOCTH JAeTeH

Bcem moapsia cooOmmarh cBOO 4acTHYIO HHGOPMAITHIO (HACTOSIIHE UMs, (PaMUITHIO, TelIe(OH, aJpec, HOMEP IIKOJIbI, a TAKKe
dboTorpaduu CBOM, CBOCH CEMbH U JIPY3€ii);

OTKpBIBaTh BIOKEHHBIC (haliJIbl AIIEKTPOHHOMN TOYTHI, KOTJIa HE 3HACIIH OTIIPABUTEIIS;

['pyOuTh, IpUAMPATHCS, OKa3bIBATh JIABJICHHE — BECTH CeOs HEBSKIIMBO U arpeCCUBHO;

He pacniopsbkaiicst 1eHbraMu TBOEi ceMbH 0€3 pa3pelIeHus CTapInuX BCET/Ia CIIpaIIuBail poIuTeneii;

He BcTpeuatics ¢ MTHTepHET-3HAKOMBIMU B PEAIbHOM KU3HH  MTOCOBETYHCS CO B3POCIIBIM, KOTOPOMY JIOBEPSCIIIb.

He Bce nuinyt npapny. Uutaeus o cedbe Henpapay B UHTepHETE — COOOIIHM 00 3TOM CBOUM POJIUTENSIM HIIA ONIEKYHAM;
[Ipurnamarot nepenucrBaThCs, UTPaTh, 0OOMEHUBATHCS — MPOBEPD, HET JIU M0JBOXA;

He3akonHoe konupoBanue (aitsioB B UHTEpHETE — BOPOBCTBO;

Bcerna pacckasbiBail B3pOCibIM O MpoOsieMax B CETU — OHH BCEr/ia HOMOTYT;

Hcnonp3yit HacTpoiiku 0€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPATH CBOM AKKAyHTHI B COLICETSAX U APYTUX MOpTaiax.

YBaxkail IpyTrux MoJjab30BaTeIeH;

[Tonp3yembes MHTEpHET-NCTOYHUKOM — J€JIall CCBUIKY HA HETO;

OTKpBIBall TOJBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

OO01aTheCs 32 TOMOIIBIO B3POCIIBIM — POJUTEINH, ONIEKYHBI U aIMMHHUCTpALMsI CalTOB BCETJa IOMOTYT;
[Ipoiinn o0yuyenue Ha caiite «CeTeBUYOK» U MOJYy4YH NacnopT HU(PPOBOro rpakaaHuHa!

KomnibroTepHbie BUPYCHI

MeToapl 3a1UThI OT BPEAOHOCHBIX TPOrpaMm

1. Hcnonb3yil COBpEMEHHBIE ONEPAMOHHBIE CUCTEMBI, HMEIOLIUE CEPbE3HBIN YPOBEHB 3aLIUTHI OT BPEIOHOCHBIX MPOrPaMM;

2. TlocTostHHO ycTaHaBnIMBai nayTH (LUQPPOBBIE 3aIJIATKH, KOTOPbIE aBTOMATUYECKH YCTAHABIMBAIOTCS C LIETBIO TOPAOOTKH
IIpOrpamMMbl) U Apyrre OOHOBJICHHS CBOEH OnepaluoHHON cucTteMbl. CKaunBail UX TOJIBKO ¢ O(UIIMAIBLHOTO caiiTa
pazpadotuuka OC. Ecnu cymiecTByeT pekuM aBTOMAaTHYECKOT0 OOHOBJICHUS, BKITIOUHU €T0;

3. PabGoTaii Ha cBOEM KOMIIBIOTEPE MO/ [TPaBaMH I0JIb30BATENS, @ HE aIMUHUCTPATOPA. ITO HE MO3BOJIUT OOJBIINHCTBY

BPEJOHOCHBIX MTPOTrpaMM MHCTAJNIMPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

Hcnonp3yit aHTUBHPYCHBIE TPOTPaMMHbIE IPOAYKTHI U3BECTHBIX MPOU3BOAUTENEH, C aBTOMATUYECKUM OOHOBIIEHUEM 0a3;

Orpanunub HpU3NUECKU JOCTYN K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

Hcnonp3yil BHEIIHUE HOCUTEIN UH(POPMALIMM TOJBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

He oTkppbiBail KOMIbIOTEpHBIE (Daiiiibl, TOTYyYEHHBIE U3 HEHAAEKHBIX UICTOYHHKOB.
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Cern WI-FI

CogeTsl 10 Oe30macHOCTH padboTe B 00menocTynHbix cetsix Wi-Fi:

1. He mepenasaii cBoto JinuHyro uHpopmarmto yepe3 odmenoctynasie Wi-Fi cetn. PaboTas B HUX, jkelnaTelbHO HE BBOJUTH
MapoJIH JOCTYTa, JOTHHBI U KaKHe-TO HOMEPa;

. Mcnionp3yit u 0OOHOBIISI aHTUBUPYCHBIE TPOrpamMMBbl U OpaHaMaysp. TeM caMbIM Thl 00€301acuIllb Ce0s OT 3aKaYKy BUpYyca Ha
TBO€ YCTPOMCTBO;

3. I1pu ucnonbzoBanuu Wi-Fi otkimoun Gynkiuio «O0mui noctyn k daiiiaaM u npuHTepamy». JlanHas GyHKIHS 3aKpbITa 110

YMOJIYaHHUI0, OIHAKO HEKOTOPbIE MOJIB30BaTENIN aKTUBUPYIOT €€ I y100CTBa UCIIOJIb30BaHUs B paboTe UiH yueoe;

4. He ucnione3yii myonuunsii Wi-Fi 1i1s mepejauu TMYHBIX JaHHBIX, HATPUMED JJIS BBIXO/IA B COLMANIBHBIC CETH WU B
AJIEKTPOHHYIO MOUTY;

. Mconb3yit Tonbko 3amuiiennoe coequrenune uepe3s HTTPS, a ue HTTP, T.e. npu Habope BeO-aapeca BBOAM nMeHHO «https://»;

. B mo6unsHOM Tenedone otkimoun pyakimio «Iloakmouenue k Wi-Fi aBromatndeckn». He monyckaii aBTOMaTHUECKOTO
HOJK/TFOUeHuUs yeTpoiicTBa k cetsm Wi-Fi 6e3 TBoero coracusl.
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ConmnaJjibHbBIC CeTH

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMANIBHBIX CETSIX:

1.OrpaHuyb CIUCOK Japy3eil. Y Te0s B Apy3bsiX HE JOJKHO ObITh CIIyYalHBIX U HE3HAKOMBIX JIFO/IEH;

2.3amuInaii cBo YacTHYIO *u3Hb. He yka3biBail maponu, TenedoHsl, aapeca, JaTy TBOEro POKIEHUS U APYTYIO JINYHYIO
uHdopmaIuio;

3. 3amumiaii CBOIO peryTaluio - 1epku ee B unctore. [logymaii, mpexxae ueM 4To-To OnmyOJIuKOBaTh, HAMKUCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOPHIIIB C JIFOABMH, KOTOPBIX HE 3HA€lllb, HE UCIIOJIb3YH CBOE pealbHOE UMSI U JPYTYIO JIMYHYIO HH(POPMAIIH: UM,
MECTO KHUTEJIbCTBA, MECTO yUeObl U MpoUee;

5. 36eraii pasmemnienus pororpaduii B IHTepHETE, T/I€ THI H300pakeH HA MECTHOCTH, TI0O KOTOPOU MOKHO OIPENEITUTh TBOE
MECTOIIOJIOKEHUE;

6.[Ipu peructpanuu B COIMAIbHOMN ceTH HEOOXOAMMO UCIIOIB30BATh CIIOKHBIE MAPOJIU, COCTOSIIIME U3 OYKB U LUp U €
KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. 1151 counanbHOM CETH, MOYTHI U APYTHX CAUTOB HEOOXOIMMO UCIOJIb30BaTh pa3Hble Mmapoid. Toraa eciiv Te0sl B3JIOMAIOT, TO
3JIOYMBIIUICHHUKH M10Jy4aT TOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBIE IEHbI'H

OCHOBHBIE COBETHI IO 0€30TaCHOM padOTe C AICKTPOHHBIMU JCHBIAMHU:

1. ITpuBspku K cueTy MOOUIIBHBIN TeneoH. ITO camMblid yIOOHBIN U OBICTPBINA CIOCOO BOCCTAHOBUTH JOCTYII K CUETY.
[IpuBsizaHHBIM TedePOH MOMOXKET, €CIIH 3a0yACIIb CBOM MJIATEKHBIN Maposib UK 3alIelIb Ha CAlT ¢ HE3HAKOMOTO
YCTPOUCTBA;

2. Ucnonb3yit onnopasoBble nmapoiu. [locie nepexona Ha yCHICHHYIO aBTOPU3ALIUIO TeOe yxKe He OyeT yrpokaTh OMacHOCTh
Kpa)kHl WJIM MepexBaTta MiaTeKHOro MapoJis;

3. Beibepu crnoxxnblil maposs. Hagexubie mapoiau — 3T0 Mapoiiu, KOTOPbIe COAepKaT HEe MEHee 8 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U IIPOMUCHBIE OYKBBI, HU(PPHI U HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK J0Jul1apa, PyHTa, BOCKJIMLATEIbHBIN 3HAK
U T.IL;

4. He BBOAM CBOM JINYHBIE JJaHHBIE HA CaliTaX, KOTOPBIM HE J10BEPSEILb.



3J'leKTp0HHaH mo4dra

OCHOBHBIE COBETHI 110 0€3011aCHON PabOTe € INEKTPOHHON MOUYTOM:

1.Hano BbIOpaTh NMpaBUIbHBIN MOYTOBBIN CEPBUC;

2.He yka3piBail B IMYHOM NOYTe JU4HYIO HH(popManuto. Hanpumep, myuiie BoIOpaTh «My3bIKadbHbIN (paHAT@» 1 «pok2013»
BMECTO «TeMal3»;

3. Mcnonb3y# ABYX3TalHY0 aBTOPU3ALIMI0. DTO KOTAa IOMUMO Naposisi Hy>KHO BBOAMUTH KOJI, MpUChLIaeMblil o SMS;

4, Be1OepH CIIOKHBIN TTaposib. J[J1s1 KaXk10r0 MOYTOBOTO SIIIIMKA JOJDKEH OBITh CBOM HAJIC)KHBIN, YCTOMYHMBBIN K B3JIOMY ITapOJb;

5.Ecin ecTh BO3MOYKHOCTh HAIIMCATh CAMOMY CBOM JIMYHBIM BOITPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTB;

6. lcronp3yil HECKOJIBKO OYTOBBIX AIIMKOB. [1epBbIil 111 YaCTHOM MEPENUCKH C aapecaTaMu, KOTOPBIM ThI I0BEpSEIIb. JTO
ANIEKTPOHHBIN aIpec HE HAJ0 UCIIOJIb30BaTh IPU PETUCTPALIMK HA (pOopyMax U calTax;

7.He oTkpbIBaii ¢ailsibl u qpyrue BIOKEHUS B MUChMaX Jake €CJIM OHH MPUIILTH OT TBOUX JApy3eil. Jlydie yTouHu y HEX,
OTIIPABJISUIN JIU OHU TeOe 3TU (aiiibl;

8.Ilocne oxkoHuaHUs pabOTHI Ha TOYTOBOM CEPBUCE MEPE/I 3aKPHITHEM BKJIAJIKH C CAUTOM He 3a0y/p HaXkaTh Ha « BeIATHY.

Ku6epOysiMHIr UM BUPTYaJbHOE U3/1€BATEJIHLCTBO

KubepOynnunr Ipece0BaHnue COOOLEHUSIMU, COAECPKAIIUMU OCKOPOJIEHUS, arpeCCUI0, 3allyTMBaHKE; XyJIUTAHCTBO;
coLMaabHOE OOMKOTUPOBAHUE C MIOMOIIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOESPOYIITMHTOM:

1.He Opocaiics B 60#. JIydmuii crioco0: MocOBETOBATHCS KaK ce€0s1 BECTH U, €CJIM HET TOT0, K KOMY MOKHO 00paTUThCS, TO
BHavaJse yCIOKOUThCA. Eciii Thl HAUHEIIb OTBEYATh OCKOPOJICHUSIMU Ha OCKOPOJIEHHUS, TO TOJBKO elle O0JbIlIe Pa30iOKelllb
KOH(DJIUKT;

2. YrpaBnsi cBoel kubeppenyTauuei;

3. AHOHUMHOCTbB B ce€Ti MHUMas. CyIIECTBYIOT CITIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4.He cTouT BeCTU XyJIUTaHCKUKA 00pa3 BUPTyalbHOU KuU3HU. IHTEpHET (PUKCUpPYET BCE TBOM JACUCTBUS U COXpaHSET UX. Y 1aJuTh
ux OyJeT KpailHe 3aTpyAHUTENbHO;

5.Co0to1aii CBOM BUPTYaJIbHYIO YECTh;

6. UrnHopupyil enuHu4HbIN HeraTuB. OIHOPa30BbIE OCKOPOUTENbHBIE COOOLIEHHS JTyUllle UTHOPpUPOBaTh. OOBIYHO arpeccust
IpEKpallaeTcs Ha HA4YaJIbHOW CTaINN;

7.ban arpeccopa. B nporpammax 0OMeHa MIHOBEHHBIMH COOOIIEHUSIMU, B COLIMATIBHBIX CETSX €CTh BO3MOXHOCTh OJIOKUPOBKH
OTIIPaBKU COOOILEHUH C ONPEIETICHHBIX aJJPECOB;

8. Ecnu To1 cBUeTENb KMOEpOymHra. TBOM AEHCTBUS: BBICTYIHUTh IPOTUB MIPECIIEAOBATENS, I0KAa3aTh EMY, YTO €ro AEHCTBUS
OLICHMBAIOTCSI HETATUBHO, MOJJIEPKATh )KEPTBY, KOTOPOH HY’KHA IICUXOJIOTMYECKast TOMOLIb, COOOUIUTH B3POCIBIM O (haKTe
arpeCCUBHOIO MOBEACHUS B CETH.

MooOuiabHbIid TesedoH

OCHOBHBIE COBETHI JIJIs1 6€30MaCHOCTH MOOMIIBHOTO TesiedoHa
1. Huuero He siBisieTCS MO-HACTOSIIEMY OeCIUIaTHBIM. byib OCTOpOXEH, BeAb KOT1a TeOe npeiaraloT OecraTHbI KOHTEHT, B
HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIATHBIC YCIYTH;
2. Mymaii, npexzae ueM otnpaBuTh SMS, hoto uiu Buseo. Thl TOUHO 3HAEIIB, T OHU OYIyT B KOHEYHOM UTOTE?
3. Heo0xo1uMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;
Hcrnonb3yit aHTUBUPYCHBIE POTPAMMBI 111 MOOMIIBHBIX TEJIE(POHOB;
5.  He 3arpy»xaii IpuIoKeHUsI OT HEU3BECTHOTO UCTOYHHKA, BEIb OHU MOTYT COJIEPKaTh BPEIOHOCHOE ITPOrPaMMHOE
oOecIieueHue;
[Tocse Toro Kak Thl BBIMICIIB C CaliTa, IJie BBOAWI JHUHYIO0 HH(GOPMAIIHIO, 3aliI1 B HACTPOWKH Opay3epa u yaaiau COOKIeS;
[lepuonnuecku npoBepsiii KaKue MIIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBOii HOMEp MOOMIIBHOTO Tene(dOoHa TOIBKO JOSM, KOTOPBIX Thl 3HACIIb U KOMY JOBEpSIEIIb;
Bluetooth nmomken ObIThH BBIKITFOUEH, KOTIAa THI M HE MOJIb3Yelibes. He 3a0biBali MHOT 1A IIPOBEPSITH ITO.
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Online urpsi

OCHOBHBIE COBETHI 110 O€30MIaCHOCTU TBOETO UTPOBOT'0 aKKayHTa

1.  Ecnu apyroil urpok BeaeT ceOs II0X0 WK CO3AaeT TeOe HEMPUITHOCTH, 3a0JIOKHPYH €ro B CIIMCKE UTPOKOB;
2.  Iloxanyiics aIMUHHUCTpATOPaM UIPhI HA IJIOXO€ MOBEICHUE 3TOI0 UTPOKA, KEJTATEIBHO NPUIOKUTH KAKUE-TO
JI0KAQ3aTeNbCTBA B BUJE CKPUHOB;

He yxa3piBail muunyro nHGopMaIio B npodaiiie urpsi;

YBaxxkal Apyrux y4aCTHUKOB I10 UIPE;

He ycranaBnuBaii HeopuImaabHbIe TATYU U MOJIBI;

Hcnonb3yl CII0)KHBIE U pa3HbIE IAPOJIH;

Jlaxe BO BpeMsl UTPbI HE CTOUT OTKJIKOYATh aHTUBUPYC.
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DOUIIHHT WK KPaxa JUYHBIX JJaHHBIX

OcHOBHBIE COBETHI 10 0OpbOE ¢ PUITUHTOM
1.  Crnenu 3a CBOMM aKKayHTOM. ECiiu ThI MO103peBaeIiib, 4TO TBOSI aHKETa ObljIa B3JIOMaHa, TO HE00X0IUMO 3a0JIOKUPOBATH €€
¥ COOOIIUTH aIMUHUCTPATOPAM pecypca 00 3TOM KaK MOYKHO CKOpee;
2. Hcnonb3yii 6e30macHbie BeO-CaThl, B TOM YKCIIE, HHTEPHET-Mara3uHoB U TOMCKOBBIX CHCTEM;
3. Ucnonb3yit COXKHBIE U pa3Hble Tapou. Takum o0pa3oM, eciii Te0sl B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH MOTy4YaT JOCTYI
TOJIKO K OJTHOMY TBOEMY IPO(QUIIIO B CETH, @ HE KO BCEM;
4. Ecnu Te0s1 B3IOMaNH, TO HEOOXO0IUMO MPEIYPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE T00aBICHBI y T€OS B IPY3bIX, O TOM, UTO
TeOs B3JIOMaJIH U, BO3MOKHO, OT TBOET0 UMEHHU OYJIET pacchlIaThCsl ClIaM U CChUIKM Ha (DUILIMHTOBBIE CAUTHI;
5. YcranoBu HajzexkHbid naposib (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKJIIOUM COXpaHEHHE Mapoist B Opaysepe;
7.He oTkpbiBail (hailibl U Jpyrue BIOXKEHUS B MUCbMax JaXke €clid OHU MPUILLIIU OT TBOUX Jipy3el. Jlydille yTOYHU y HHUX,
OTMPABJISIIN JIK OHU TeOe ATU (paitibl.



udposast penyrauus

OCHOBHBIE COBETHI 10 3allIUTE HU(PPOBOI permyTaluu:

1.[Togymait, mpesxie 4eM 4To-TO MyOJIMKOBATh U Mepe/laBaTh y ceOsi B OJIOTE UM B COLIMAJIBHOM CETH;

2.B nacTpoiikax npoduiis yCTaHOBU OTpaHUYEHMS Ha IPOCMOTP TBOETO MPOMUIIS U €ro COACPKUMOTO, CAeNIall €ro TOJIBKO «IJIs
IPy3€En»;

3.He pa3memnraii u He yka3biBail HHPOpPMaIIHUIO, KOTOpasi MOKET KOro-JIn00 OCKOPOJIATh UM OOUKATh.

ABTOpPCKOE NIPaBO

CoBpeMeHHbIE MKOJIbHUKA— aKTUBHBIE MMOJIb30BATENU UPPOBOTo MpocTpaHcTBa. OHAKO 1aJIeKO HE BCE 3HAIOT, YTO MOJIh30BaHHUE
MHOTUMH BO3MOKHOCTSIMH LIU(PPOBOTO MUpa TpeOyeT cOOII0IeHNUs TIPaB Ha UHTEIICKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEUIEKTyalbHas COOCTBEHHOCTBY» OTHOCHUTCS K PA3JIMYHBIM TBOPEHUSIM YEJIOBEYECKOIO yMa, HAUMHAS C HOBBIX
U300peTeHMI U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH U 3aKaHYMBasi KHUTaMu, potorpadusiMu, KHHOPUIbMaMU U
MY3bIKaJIbHBIMU ITPOU3BEACHUSMH.

ABTOpCKHE ITpaBa — 3TO MPaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH, TUTEPATYPhI U UCKYCCTBA.
ABTOpCKHUE TTpaBa BBICTYMAIOT B KAUY€CTBE FapaHTHH TOTO, YTO UHTEIUICKTYaIbHBIA/TBOPUECKUHN TPY] aBTOpa HE OYIeT HAIPACHBIM, JacT
€My CIIpaBeJIuBbIE BO3MOKHOCTH 3apadoTaTh Ha pe3yjibTaTaX CBOEro TPy/ia, MOJIYYUTh U3BECTHOCTh U Npu3HaHue. Hukro 6e3
paspenieHust aBTopa He MOKET BOCIIPOU3BOUTH €ro MPOU3BEJICHUE, PACTIPOCTPAHATD, TyOJIUYHO IEMOHCTPUPOBATH, TPOIABATh,
UMIIOPTUPOBATh, ITyCKaTh B IPOKAT, MyOJIUYHO UCTIOIHATh, TOKA3bIBATH/UCHIOIHATH B 3(upe win pa3meniats B IHTepHere.

Hcnonb3oBaHne «IUPATCKOT0» MPOTPaMMHOTO 00€CTIeUeHUS MOKET MPUBECTH K MHOTUM PUCKAM: OT MOTEPU JAHHBIX K TBOUM
aKKayHTaM J10 OJIOKUPOBKH TBOETO YCTPOMCTBA, I'/I€ YCTAHOBJICHHBIN HE JierajabHas nporpamma. He ctout Takxke 3a0bIBaTh, 4TO

CYIIIECTBYET JIETaJIbHbIE U OECIIaTHBIC TPOTPAMMbI, KOTOPHIE MOKHO HAWTH B CETH.
O noprane

CeteBUYOK.p(h — TBOM IIABHBIA COBETYMK B CETU. 3/1€CH Thl MOKEIIb Y3HATh O 0€30MIaCHOCTU B CETH MOHSTHBIM U JOCTYITHBIM
S3BIKOM, a [P BO3HUKHOBEHUHU KPUTHUUECKON CUTyallul 0OpaTUTHCS 32 COBETOM. A Take MPHUHATh Y4aCTHE B KOHKYpPCaxX U CTaTh CaMbIM
UU(POBBIM rpaxk TAHUHOM !



